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Kate Cooper

Chief Executive Officer,  

OKX Australia
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Local Team: 
Australian Expertise for 
Australian customers

Kate Cooper

CEO,  
OKX Australia

Martin Batty

Sr. Compliance Manager,  
OKX Australia

Michael Hicks

Sr. Compliance Manager, 
OKX Australia

Mahtab Kabir

Operations Director, 
OKX Australia

Mark Li

Senior BD Manager, 
OKX Australia


Helen Molloy

Senior BD Manager, 
OKX Australia

Jacob Pritchard

BD Manager,  
OKX Australia

Gabriel Hiris

Senior Support 
Operations Manager,  
OKX Australia

Meet our expanded team:

Customer Success Team

Leadership Team

Jenna Tse

Chief Information 
Security Officer,  
OKX

Daniel Kim

Tech & Security 
Governance Lead,  
OKX

Global Support

Local Support: www.okx.com/en-au/help

Our support centre features a 24/7 live chat option for around-the-clock support, 
now enhanced with additional Australian-based specialists.
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Not all crypto exchanges in 
Australia keep your assets 
where you left them
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Our Responsibility Framework:

Stronger Than Ever
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Proof of Reserves: 
Complete Transparency = 
Confidence to Move Forward

You deposit 1 BTC at an exchange. How do you know they actually 
have your Bitcoin and didn’t spend it?

The Problem01

The Fear: Exchange says “We have your Bitcoin” but actually spent it on lambos

Anyone can verify: Exchange holds ≥ customer deposits

The Proof03

Proof verified: Exchange has enough Bitcoin!

Deposits 5.5 BTC Holdings 6.0 BTC≤

Customer Deposits (Private)

Total Owed: 5.5 BTC

Alice:

Bob:

You:

Charlie:

1.5 BTC

0.8 BTC

1.0 BTC

2.2 BTC

Exchange Wallets (Public)

Total Held: 6.0 BTC

1A1zP1eP5QGefi2DMPTfTL5SLmv7DivfNa

3J98t1WpEZ73CNmQviecrnyiWrnqRhWNLy

Balance: 3.2 BTC

Balance: 2.8 BTC

Proof of Reserves = “Here’s proof we hold AT LEAST as much as 
customers dposited”

The Solution: Show The Math02
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Our latest Proof of Reserves report, independently audited by Hacken, confirms our continued commitment to full asset backing.

You deposit 1 BTC at an exchange. How do you know they actually 
have your Bitcoin and didn’t spend it?

The Privacy Problem04

Issue: Publishing “Alice has 1.5 BTC” violates privacy

Solution: Use cryptographic magic (zk-STARK) to prove the total without revealing individual amounts

zk-STARK lets the exchange prove:

Zero-Knowledge Magic05

Download the proof and check it yourself:

You Can Verify06

Download exchange’s cryptographic proo f


Run verification software


Software confirms: “Math checks out”


Check blockchain: Wallets actually have 6.0 BTC

Your Bitcoin is safe! Exchange provably has it.

✓  “Sum of all accounts = 5.5 BTC”


✓  “No account has negative balance”


✓  “Every account is included in the sum”

Without revealing:


×   Alice’s balance

×   Bob’s balance

×   Your balance
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Third Party Custody:  
The Added-Protection Layer

Asset 
Transfer

01

Your digital assets are 
securely transferred to a 
custodian who specializes 
in institutional-grade asset 
storage and protection.

SECURE

Segregated 
Storage

02

Your assets are clearly 
identified as yours and kept 
completely separate from 
other holdings, ensuring 
absolute ownership clarity 

and protection.

ISOLATED

Independence

03

Digital assets are held by 
another entity that operates 
independently from OKX or 

self-custody wallets.

Independent

Secure Access

04

You maintain full access to 
your assets through secure, 
audited protocols while 

benefiting from institutional-
grade protection and 
professional custody 

services.

PROTECTED
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Compliance & Licensing:  
Excellence by Design
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Smart monitoring

Payment screening

Expert review

Security Education

04

05

06

07

AI systems watching 24/7, learning your patterns to spot anything unusual

Every transaction checked instantly for suspicious activity or potential risks

Real security experts reviewing alerts and ready to respond to any incident

Continuous training for staff and customers to recognise threats and stay secure

Always Watching Pattern Detection

Instant Checking Risk Alerts

Human Verification Emergency Response

Employee Training Customer Education Phishing Tests

Vault Security

Identity Verification

Network defense 

01

02

03

Part of your assets in cold storage offline, completely disconnected from the internet

Multi-layered access checks to prove it’s really you before accessing your account

Digital Barriers that black hackers and keep your connection secure

Offline Storage Biometric Secrurity

Multi-Layered Access Face Recognition Device Recognition

Digital Barriers Attack Protection Secure Connection

Multi-Layered Security Architecture

Your assets stay protected
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Information Security:  
Staying Ahead of the Threat

An interview with our security leadership team


To provide deeper insight into our security approach, 
we sat down with two key members of our 
cybersecurity team to discuss how we help protect 
Australian customers in an increasingly complex 
threat landscape.



Interviewer: Thank you both for joining us. Can you start 
by introducing yourselves and your roles at OKX?


Jenna: I'm Jenna, and I'm the Chief Information Security 
Officer responsible for OKX Australia. I'm responsible for 
leading our security strategy and ensuring our 
technology governance is both resilient and compliant. 
My focus is on building a robust security framework 
designed to help protect our customers and foster trust 
in an ever-evolving digital landscape.


Daniel: I'm Daniel, Tech & Security Governance Lead. My 
team focuses on strengthening our security posture by 
enhancing governance frameworks, streamlining 
processes, and working to meet and exceed security and 
regulatory standards. We're constantly evaluating our 
controls and implementing improvements to protect our 
customers and maintain our reputation.


Interviewer: The digital asset industry faces unique 
security challenges. How do you approach protecting 
customer assets and data?


Daniel: The threat landscape in crypto is unlike anything 
in traditional finance. We're dealing with irreversible 
transactions, 24/7 markets, and attackers who are 
extremely sophisticated. Our approach is built on three 
pillars: prevention, detection, and response.


For prevention, we use multi-signature wallets for all 
customer funds, with the majority held in cold storage 
that's completely disconnected from the internet. We 
also provide customers with advanced authentication 
mechanisms that go above and beyond basic two-factor 
authentication.


Jenna: From a strategic perspective, we adopted a 
"defence in depth" philosophy. This means we don't rely 
on any single security measure. Instead, we layer multiple 
protective systems so that if one layer is compromised, 
several others remain in place.


For example, even if someone somehow obtained a 
customer's login credentials, they would still face multiple 
additional security checks and monitoring designed to 
detect unusual activity.

Interviewer: Can you tell us about your threat 
detection capabilities?


Jenna: We operate a 24/7 Security Operations 
Centre, staffed by specialists who monitor for 
threats around the clock.


What makes our approach unique is how we 
combine artificial intelligence with human 
expertise. We use AI-powered security tools that 
analyse vast amounts of data to spot complex 
patterns and anomalies that may be difficult for 
humans to detect. This gives us a powerful first 
line of defense. Our security analysts then 
provide the essential context and expert 
judgment needed to investigate and respond to 
these threats effectively.


Daniel: We also conduct regular penetration 
testing with independent security firms. These 
are essentially controlled attacks on our own 
systems to identify vulnerabilities before 
malicious actors can exploit them.


Interviewer: How do you stay ahead of 
emerging threats?


Daniel: The threat landscape evolves constantly. 
We maintain threat intelligence feeds from 
multiple sources globally, to proactively adapt 
our defenses against emerging threats, 
continuously strengthen our security posture 
and stay ahead of new attack methods.


One area we've invested heavily in this quarter is 
deepfake detection technology. As artificial 
intelligence makes it easier to impersonate 
people in video calls or voice communications, 
we've deployed advanced systems to detect 
these sophisticated impersonation attempts.


Jenna: We also focus heavily on what we call 
"proactive threat hunting." Rather than just 
waiting for our systems to alert us to problems, 
our team actively searches for signs of 
compromise or unusual activity. This approach 
has helped us identify and neutralise several 
potential threats before they could impact 
customers.


Interviewer: What role do customers and your 
team play in maintaining security?
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Jenna: Both our customers and our employees are 
critical partners in security. The vast majority of 
successful attacks in our industry exploit human 
behaviour rather than technical vulnerabilities. That's why 
education is such a fundamental part of our security 
strategy - for everyone.


We provide comprehensive security education for our 
customers through our platform, website and 
communications, including guidance on recognising 
phishing attempts, setting up secure authentication, and 
understanding social engineering tactics. Internally, our 
employees undergo regular security training, from secure 
coding practices to build secure OKX platforms, to 
reporting suspicious activities.


Daniel: We encourage both customers and staff to 
actively participate in security. For customers, this 
includes enabling all available security features, regularly 
reviewing account activity, and reporting suspicious 
communications immediately. For our team, it means 
training our staff to maintain vigilant security practices, 
questioning unusual requests, and following our strict 
verification procedures.


One thing we tell both customers and employees: if 
something feels urgent or pressures you to act quickly, 
that's usually a red flag. Legitimate security 
communications (whether internal or external) will never 
pressure anyone to provide passwords or make 
immediate transfers without proper verification.


Interviewer: Looking ahead, what security 
enhancements can customers expect?


Daniel: The key message for our customers is that 
security is never "finished" - it's an ongoing commitment. 
We're constantly investing in new technologies, training 
our team, and refining our processes to stay ahead of 
threats.


But ultimately, the strongest security comes from the 
partnership between our technology and our customers' 
awareness. Together, we can create an environment 
where Australians can engage with digital assets with  
confidence.


Interviewer: Are there any other highlights you can 
share?

Daniel: We recognise that the human factor is a 
critical security link, so we prioritise effective 
security training and validation. I'm proud to 
report that our Australia employees have 
maintained a 100% on-time completion rate for 
security training. To confirm these principles are 
being applied, we also conduct follow-up 
phishing exercises, in which our employees have 
a perfect success record, demonstrating that 
our training is effectively absorbed and 
implemented.


Interviewer: Thank you both for these insights 
into OKX Australia's security approach.
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Phishing Simulation
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Summary Metrics

Quarterly Metric Performance

Australian customers


Customer Satisfaction Scores of 4 or higher out of 5


Response time SLA


Available AUD Trading Pairs


Tokens Listed in Australia


Platform uptime

~49000


69.00%


Chat = 94% 
Ticket/email = 66%


7


309


100%
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